Respondus “Best Practices” for Student Users

1. Students should (1) take a LockDown Browser-enabled practice quiz  that the instructor creates prior to taking an exam with LockDown Browser. Students will need to access their course with Internet Explorer-Windows or Safari-Macintosh (not FireFox or Google Chrome) and (2) take a non-LDB enabled practice quiz to configure any settings and media plug-ins before using LockDown Browser.

2. For Windows systems and Macintosh systems with additional security software, we suggest relaxing any security settings to "medium", add "lockdown.exe" (Windows) or "LockDown Browser" (Macintosh) as a "trusted application" and your school's learning management system server address as a "trusted site" in any security software.

3. We recommend closing down all applications including background applications except for security and network connectivity prior to starting LockDown Browser. Any background downloading of files, streaming music or automated backups should be suspended until after the test has been completed with LockDown Browser.

4. If using a wireless network connection, students should check connectivity strength, 4-5 bars in Windows or 3-4 arcs in Macintosh, prior to starting a test with LockDown Browser. If connectivity strength is low or there is difficulty navigating through web pages on a standard browser, students should seek a wired network connection prior to writing a test with LockDown Browser. 

[bookmark: _GoBack]5. If a student needs to complete an exam ASAP, we recommend locating another computer, Windows or Macintosh, with LockDown Browser such as on-campus in a managed computer lab to write the exam. Once the exam has been submitted, a student can return to working with their school's Respondus Campus-wide Local Support Contacts to resolve the issue with their personal computer.
